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E2E - Stage 2 options analysis (project initiation) 

TN-Cyber Security Program of Work-Oct 22-{IES) 
For work being proposed for inclusion into the capital works program. 

Project name: Cyber Security Program of Work (R24) 

Department: Technology & Performance 

Investment Type: Non-Network 

Investment Category: Non-Network - CAPEX and OPEX 

Functional Area(s): 
CYBRC: Cyber Security Capital Expenditure 

CYBRO: Cyber Security Operational Expenditure 

Project ZoNe location: C�ber Strateg� {. R24 {. IES 

Document Number: R24 IES S CS CYBRx C�ber Securit� Vl.3.docx 

Needs Item Reference: R19-24 NEE S CS CYBRx C�ber Securit�.docx 

Regulatory Investment Test Required? No 

Version Number: 1.1 

Date: 27/10/2022 

Preferred Option: Option 1 

Level 1 Estimate+/- 20 per cent 1 $8,129,240 CAPEX 

(preferred option - base dollars): $21,629,725 OPEX 

Expenditure profile FY25 FY26 FY27 FY28 FY29 

CAPEX $1,632,673 $1,927,123 $2,017,123 $1,628,323 $924,000 

OPEX 2 $2,827,890 $4,154,215 $4,807,790 $4,908,540 $4,931,290 

Sign-offs (in support of the recommended option) 

Works Initiator: Date 

Leader: Date 

(Endorsement) 

Leader or General manager Date 

noting delegation levels. 

(Approval) 3

1 Please note a 20% contingency has been used for the CAP EX amounts instead of the standard 30%. This is due 

to the detailed "bottom-up" approach used to estimate the investment required. A 30% contingency has been 
applied to the OPEX amounts. 
2 Includes forecasted overhead expense uplift to be incurred by the Cyber Security Team. 
3 Approval based on delegation level.
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Figure 1: 2021 global risks outlook as per the World Economic Forum 4 

 
Figure 2: Relationship of rapidly escalating cyber threats with evolving technology 5 

                                                      
4 Visualized: A Global Risk Assessment of 2021 And Beyond (visualcapitalist.com) 
5 2014 Deloitte - NASCIO cybersecurity study 
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The number of cyber security attacks within the electricity sector is rapidly increasing throughout the 
world, with a significant spike of incidents occurring in 2021. Figure 3 visually represents this 
concerning trend being experienced in our industry on a global scale. 

 
Figure 3: The risk of cyber security attacks being experienced globally within the electricity sector 

The Australian Cyber Security Centre (ACSC) reported6 that between 1 July 2020 and 30 June 2021 
they: 

• Received over 67,500 cybercrime reports (which is an increase of nearly 13% from the 
previous financial year) 

• The self-reported financial losses from cybercrime in Australia totalled more than $33 billion, 
and 

• Approximately one quarter of reported cyber security incidents affected entities associated 
with Australia's critical infrastructure. 

This is supported by the Australian Government’s Cyber Security Strategy 20207 which outlines cyber 
incidents targeting small, medium and large Australian businesses can cost the (Australian) economy 
up to $29 billion per year, or 1.9% of Australia’s gross domestic product (GDP). 

The ACSC also states there is significant targeting, both domestically and globally, of essential services 
such as the health care, food distribution and energy sectors (which) has underscored the vulnerability 
of critical infrastructure to significant disruption in essential services, lost revenue and the potential of 
harm or loss of life. 

Some recent examples listed in Table 1 highlight the significant impact that cyber-attacks can have on 
businesses. Note this list focuses on significant cases known in 2020 and 2021. It doesn’t include the 
multitude of cyber-attacks that have occurred before 2020. 

                                                      
6 ACSC Annual Cyber Threat Report 2020-2021. 
7 2020 Cyber Security Strategy (homeaffairs.gov.au) 
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increases the TasNetworks attack surface, and exposes TasNetworks ICS/OT systems to external third 
and fourth parties. 

From an Organisational Context:  TasNetworks faces increasing pressure from stakeholders at all 
levels, including the general public and the Australian Energy Regulator (AER) to increase cost 
effectiveness that will contribute to placing downward pressure on end user bills for valued services11.  
In response to this, TasNetworks will continue to identify and leverage opportunity to reduce total 
cost through strategic partnership. This value enhancement with potential cost reduction comes 
through business process and technology integration that increase TasNetworks’ attack surface and 
exposes the organisation to a heightened level of threat of supply chain attacks. 

TasNetworks plays an important role as the key link between electricity generators and electricity 
consumers for the state of Tasmania and exporting electricity to the rest of the nation. There is a 
natural consequence of this however, leading to an overall increase in the attack surface that 
TasNetworks presents. As a consequence, the period 2024-2029 presents a likely increased risk 
position for the organisation, requiring a security response.    

The 2024-29 regulatory submission covered in this IES requires sufficient investment to maintain and 
secure the services provided by TasNetworks, while allowing the organisation to investigate novel 
ways of controlling cost. 

TASNETWORKS’ THREAT PROFILE 
TasNetworks has recently reviewed and updated its threat profile and the aggregated cyber security 
risks that help inform the key business risk of a: 

Successful attack against TasNetworks assets, leading to loss of control of the electricity 
network and/or loss of critical business system – impacting our ability to service customers, 
and/or maintain the confidentiality of information. 

The current threat profile for TasNetworks considers the following threat actors: 

• Cyber criminals (including organised crime) – with the primary intent of ransom or theft of 
sensitive data for profit 

• Hacktivist – with the objective to cause reputational damage 
• Insider threats – with a range of intents including theft of sensitive data, vandalism, deletion of 

data, accidental or deliberate misconfiguration and leakage of information and credentials 
• Nation state – with a primary intent for theft of intellectual property, disruption of the power 

grid, and ongoing presence in the network. 
Based on the intentions of these threat actors, TasNetworks considers the following cyber security 
risks to be particularly concerning and requiring attention: 

• Loss of control of the electricity network, leading to system black/market suspension condition 
• Theft of sensitive information leading to financial loss and reputational damage 
• Ransomware introduction leading to widespread disruption of systems and services, theft and 

public exposure of sensitive information, and 
• Accidental loss of control of the electricity network, leading to system black/market suspension 

condition. 

Please refer to Appendix E – Aggregated Cyber Security Risks for the full list of aggregated cyber 
security risks. 
 

                                                      
11 https://www.energynetworks.com.au/resources/reports/electricity-network-transformation-roadmap-final-
report/ 
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CYBER IMPERATIVE 

As such, TasNetworks’ Cyber Security imperative is to: 

1. Respond to the identified strategic drivers; and, 
2. Control current and perceived increase in threats, exposures and risks. 

The TasNetworks Cyber Security Plan for the 2024-29 regulatory submission proposes to achieve these 
imperatives and enable TasNetworks’ strategic business objectives by: 

• Protecting the organisations’ systems and services from cyber compromise, damage and 
unauthorised use; 

• Protecting the organisations’ information assets from exploitation, to ensure confidentiality, 
integrity, and availability; 

• Maintain the risk position of the organisation despite the increase in sophistication of attacks 
and an order of magnitude increase in attack surface; and 

• Continue to address cyber security concerns by executing prudent and efficient change and 
controlling risk aligned with an AESCSF SP-3 maturity profile or equivalent. 
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Figure 4: TasNetworks' cyber security journey 

KEY THEMES FOR CYBER SECURITY IN R24 
The following themes have been identified for the Cyber Security Program of Work in R24 to 
effectively identify, protect, detect, respond to and recover from cyber security threats and incidents: 

• Maintaining safe, reliable delivery of transmission and distribution services: 
o Continue to roll out technology and process based solutions to mature the security of 

the systems that deliver electricity to the community and  businesses in Tasmania, 
and to other jurisdictions of Australia 

• Enabling the organisation to successfully and securely implement the business strategy: 
o Identify and implement enhancements, changes and optimisations in the current 

environment that are the required preconditions to the organisation achieving its 
strategic outcomes 

• Maintaining the risk of occurrence of cyber incidents that could result in operational impacts to 
TasNetworks including, but not limited to, data breach and loss of control at the current levels: 

o Undertake active and ongoing monitoring of the threat landscape to protect from, 
detect and respond to concerns regarding our cyber security 

• Building capability to increase cyber maturity in line with recommendations for critical 
infrastructure service providers 

o Supporting the growth in technology usage and reliance within TasNetworks and by 
our customers and stakeholders 

o Sustaining the cyber security function (people, processes and systems) and identifying 
opportunities for efficiency, automation and optimisation 

• Embedding cyber security practices across the organisation (embedding security by design) to 
prevent disruptions to business operations and/or loss of data: 

o Increasing cyber security visibility within the organisation and reporting of cyber 
threats, risks and treatment actions 

• Transitioning cyber security awareness to long term sustainment and culture change: 
o Increasing cyber security awareness and engagement including ongoing team 

member training and testing 
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CONCLUSION 
The R24 investment period aims to mature the cyber capability implemented in previous regulatory 
periods, with a view maximising value from existing assets and any future procurement and through 
process maturation and evolution. 
Doing so allows the organisation to achieve its strategic objectives, control risk, and progress implicitly 
toward  maturity posture.  
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5. PROJECT OBJECTIVES  

This IES is an evolution of the Cyber Security Program of Work from R19 to R24 to support the business 
strategy securely and maintain the risk posture of the organisation, while maturing the Cyber Security 
function within TasNetworks toward   

In summary, the project objectives are as follows: 

1. Sustaining delivery of Transmission and Distribution services at or above the tolerances of the 
regulator; 

2. Enabling the organisation to successfully execute its strategic vision securely; 
3. Maintaining the risk of cyber incidents that could result in operational impacts to TasNetworks  
4. Building capability to increase cyber maturity in line with recommendations for critical 

infrastructure service providers; 
5. Embedding cyber security practices across the organisation (imbedding security by design) to 

prevent disruptions to business operations and/or loss of data 
6. Transitioning cyber security awareness, training and testing to long term sustainment and 

culture change. 

A range of initiatives have been identified to support the achievement of these project objectives. 
Further details about each of the proposed initiatives can be found in Appendix C – Option 1 Proposed 
Initiatives. 

Please note that whilst this IES is focusing on the R24 revenue reset period (commences from FY2024-
25 through to FY2028-29), initiatives and associated costings for the last two years of R19 (FY2022-23 
and FY2023-24) have also been included for reference. This is due to the time of writing of this IES and 
that some of the identified initiatives transition from R19 into R24. 

RISK MITIGATION OBJECTIVES 

There are eight (8) aggregated cyber security risks that have recently been reviewed and assessed, 
that this IES aims to address, manage and mitigate. Please refer to Appendix E – Aggregated Cyber 
Security Risks for further details about these aggregated risks. 

In summary, these eight aggregated risks are: 

1. Loss of control of the electricity network, leading to system black/market suspension 
condition. 

2. Theft of sensitive information leading to financial loss and reputational damage. 
3. Ransomware introduction leading to widespread disruption and loss of system availability in 

IT environment. 
4. Ransomware introduction leading to widespread disruption and loss of system availability OT 

environment. 
5. Ransomware introduction leading to theft and public exposure of sensitive information. 
6. Accidental loss of control of the electricity network, leading to system black/market 

suspension condition. 
7. A network denial of service condition results in loss of telephony services and call centre 

availability. 
8. Failure to adequately protect against cyber threats due to lack of comprehensive and 

trustworthy asset inventory and configuration management repository. 
 
Table 7 outlines which initiative helps to address and mitigate specific aggregated risks.  
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6.4 QUANTITATIVE RISK ANALYSIS 

Refer to: 

• Appendix C – Option 1 Proposed Initiatives which identifies each initiative that will help 
address and mitigate the above risks; 

• Appendix E – Aggregated Cyber Security Risks which summarises the aggregated cyber 
security risks (reviewed and updated September 2021); and 
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8. EXPECTED OUTCOMES AND BENEFITS  

The benefits to TasNetworks from implementation of the preferred option will be derived from the 
following key performance indicators: 

• Maintaining safe, reliable delivery of transmission and distribution services to meet 
TasNetworks Customer expectations 

o Delivering a safe, reliable and dependable electricity supply to TasNetworks’ 
customers in delivering Distribution and Transmission services in line with regulatory 
expectations and requirements 

o Enabling customers to have access to affordable and competitive electricity rates 
(through selection of pragmatic investment options) 

o Maintaining the security and privacy of customer details and privileged data 
• Enabling the organisation to successfully implement the business strategy securely 

o TasNetworks’ strategic vision is executed with a quantified risk position 
• Maintaining the risk of cyber incidents that could result in operational impacts to TasNetworks 

including, but not limited to, data breach and loss of control at the current levels 
o TasNetworks risk position does not worsen over the regulatory period 

• Building capability to increase cyber maturity in line with recommendations for critical 
infrastructure service providers 

o Enabling the business strategy and maintaining current risk posture sees TasNetworks 
explicitly and implicitly progress toward a  or equivalent 

• Embedding cyber security practices across the organisation (imbedding security by design) to 
prevent disruptions to business operations and/or loss of data 

o Improved role definition and overall Identity management in order to simplify Role-
based security, training and visibility 

o Increased visibility and information flow within the organisation of technical 
exposures, operational risks with enhanced management and improved tracking of 
treatment plans 

o Inclusion of risks, treatments and mitigations more systemically into the 
organisation’s delivery plans 

• Transitioning cyber security awareness to long term sustainment and culture change 
o Cyber training becomes further tailored and specific to the roles within the 

organisation 
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9. ASSUMPTIONS  

The following assumptions are used to support this IES: 

A. A 20% contingency for CAPEX and a 30% contingency for OPEX has been applied to all cost 
estimates for the recommended option. Further, all cost estimates are in “today’s dollars” with no 
indexing applied. 

B. Contingency considerations include: 

i. Changing obligations related to security of critical infrastructure are yet to be settled;  

ii. Additional enhanced security obligations; 

iii. Rate of change of new and emerging technology;  

iv. Scarcity of, and competition for, appropriately skilled cyber security resources; and 

v. Elevated and increasing cyber threat landscape, as evidenced by ACSC recommendations 
to adopt an enhanced security posture.  

C. A higher rate of OPEX contingency is allowed for in anticipation of: 

i. Strong wages growth in conjunction with the need to attract and retain talented 
resources, particularly in the Tasmanian market where additional challenges and on-costs 
apply to engaging on the ground resources; and 

ii. The higher likelihood that additional and heightened obligations for critical infrastructure 
entities will be applied during the R24 period. 

D. CAPEX contingency is set based on the expectation that in anticipation of further regulatory 
obligations, a portion of the CAPEX component is taking place prior to the commencement of the 
R24 period. 

E. Target cyber security maturity by the end of the existing R19 regulatory period  
 

F. The current budget for the Cyber Security Team’s overhead expenses ($567,442) will continue and 
receive a requested uplift ($119,558) per annum from FY23. Therefore, all forecasted expenditure 
is only for the uplift required above and beyond this amount ($687,000). 

G. Without a Cyber Security Program of Work (PoW) to partially allocate time to, the total budget for 
the Cyber Security Team’s overhead expenses would be $1,225,000. This is included for Option 0 
(Do nothing / maintain the status quo). Further details regarding Cyber Security resource forecast 
allocation to PoW vs operational activities can be found here. 

H. Any investments required for information systems will be assigned a 10 year asset life with one 
major upgrade required around year 5. 

I. As the Program of Work implements technology and process driven solutions, an uplift in 
operational capability and personnel is required to maintain and support the enhanced cyber 
security function. 

J. It is appropriate for this IES to justify the additional roles required to embed cyber security 
capability within other teams and not just for the Cyber Security Team (as outlined in Table 8). 

K. Commensurate with current business risk appetite, Cyber Security is regarded as an in-house, sole 
sourced function. Any future change to this position would be managed within the identified OPEX 
budget. 
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10. REGULATORY INVESTMENT TEST  

None of the options identified to address the business need exceed a direct capital expenditure cost 
of $30m for R24, and therefore a Regulator Investment Test is not required. 
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11. RECOMMENDATION  

It is recommended that the preferred option (Option 1) is approved and progressed, as it best satisfies 
the customer and business needs. The requested investment will enable TasNetworks to: 

• Appropriately respond to and prevent the new emerging and ever evolving cyber security 
threats 

• Maximise the current investment made to date to continue its cyber security maturity journey 
• Support the increasing reliance on technology and services by instilling “security by design” 

principles 
• Continue to meet our compliance obligations including the Security of Critical Infrastructure 

Legislation and Privacy Act, and 
• Importantly reduce the overall risk and impact of cyber-attack to our business, customers and 

community. 

 




















