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Fitting probability distributions to Service Component data

1 Service Component Parameters

This Appendix sets out the information used to calculate AusNet’s proposed Service Component
caps and floors, as presented in section 8.3.1.2 of the Revised Revenue Proposal. This
information was obtained using the @risk product, a risk analysis and simulation add-in tool for
Microsoft Excel.

For each parameter, proposed caps and floors have been set equal to the 5" and 95" percentiles,
respectively, of the probability distribution that provides the best fit to the relevant historical data.
This approach aligns with that adopted by the AER in the Draft Decision and in recent
determinations for ElectraNet, TransGrid and TasNetworks. The distributions and caps and floors
have been revised since AusNet’s Revenue Proposal to take account of 2020 actual data, which
was unavailable at the time. Consistent with the requirements of the STPIS, the caps and floors
set out in this document are based on the five most recent years of performance data (2016-20).

In the Draft Decision, the AER disagreed with AusNet’s preference to adopt distributions based
on the Anderson-Daring (A-D) fit statistics. Instead, the AER relied solely on the Kolmogorov-
Smirnov (K-S) method of fitting probability distributions. For this Revised Revenue Proposal,
AusNet has followed the AER’s preferred method of using only the K-S method to determine the
most appropriate distribution.

For the loss of supply event frequency parameters (>0.05 and >0.30 system minutes)
performance data is not conducive to statistical analysis. This is due to the small number of
events usually, but not always, recorded in any one year of a five year data series. To align with
the Draft Decision and to ensure consistency between the two indicators, the Poisson distribution
has been used to set caps and floors for these sub-parameters.

The following table summarises the probability distributions and percentiles underpinning the
proposed caps and floors.

Table 1.1: Summary of probability distributions and percentiles
Preferred 5th 95th
Distribution percentile percentile

Parameter

Average circuit outage rate

Line event rate (fault) Gamma 0.1243 0.2237
Transformer event rate (fault) Erlang 0.0649 0.1880
Reactive plant event rate (fault) Dagum 0.1490 0.3043
Line event rate (forced) FatiguelLife 0.0382 0.2074
Transformer event rate (forced) Burrl2 0.0754 0.1588
Reactive plant event rate (forced) Burrl2 0.1965 0.3466
Loss of supply event frequency

Number of events >0.05 system minutes Poisson 0 4
Number of events >0.30 system minutes Poisson 0 2
Average outage duration

Average outage duration Rayleigh 10.6 80.8
Proper operation of equipment

Failure of protection equipment Poisson 22 40
Material failure of SCADA system Geometric 0 3

Incorrect operational isolation of primary or

X Poisson 3 11
secondary equipment

The remainder of this document sets out the rationale for selecting each distribution and the
underlying percentile data as calculated by @risk.
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11 Service parameter 1 — Average circuit outag

1.1.1 Lines event rate — fault (continuous)

The @risk software found that the Gamma distribution is the most appropriate fit.
Figure 1-1: Lines event rate (fault) — distribution fit using K-S
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Figure 1.2: Lines event rate (fault) — statistics table using K-S
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1.1.2 Transformer event rate — fault (continuous)

The @risk software found that the Erlang distribution is the most appropriate fit.

Figure 1-2: Transformer event rate (fault) — distribution fit using K-S
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Figure 1.2: Transformer event rate (fault) — statistics table using K-S
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1.1.3 Reactive plant event rate — fault (continuous)

The @risk software found that the Dagum distribution is the most appropriate fit.

Figure 1-3: Reactive plant event rate (fault) — distribution fit using K-S
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Figure 1-4: Reactive plant event rate (fault) — statistics table using K-S
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1.1.4 Lines event rate — forced (continuous)

The @risk software found that the FatigueLife distribution is the most appropriate fit.

Figure 1-5: Lines event rate (forced) — distribution fit using K-S
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Figure 1-6: Lines event rate (forced) — statistics table using K-S
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1.1.5 Transformer event rate — forced (continuous)

The @risk software found that the Burrl2 distribution is the most appropriate fit.

Figure 1-7: Transformer event rate (forced) — distribution fit using K-S
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Figure 1-8: Transformer event rate (forced) — statistics table using K-S
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1.1.6 Reactive plant event rate — forced (continuous)

The @risk software found that the Burrl2 distribution is the most appropriate fit.

Figure 1-9: Reactive plant event rate (forced) — distribution fit using K-S
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Figure 1-10: Reactive plant event rate (forced) — statistics table using K-S
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1.2 Service parameter 2 —loss of supply event frequenc
1.21 Number of events > 0.05 system minutes (discrete)

Whilst @risk found that the Geometric distribution is the best fit according to AIC and IntUniform
according to BIC, the Poisson distribution has been adopted, consistent with both the loss of
supply event frequency (>0.30 system minutes) parameter and the Draft Decision.

Figure 1-11: Number of events >0.05 system minutes — Poisson distribution
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Figure 1-12: Number of events >0.05 system minutes — AIC statistics table
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Figure 1-13: Number of events >0.05 system minutes — BIC statistics table
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Made 0,0000 0.0000 0.0000 1.0000 0.0000 1.0000
Median 1.0000 1.0000 1.0000 1.0000 1.0000 1.0000
Std, Deviation 15166 11180 18330 11832 1.5427 11555
Skewness 03154 0.0000 20731 08452 15557 08089
Kurtosis 00813 16400 92976 37143 64202 36072
=l pereentiles
% 0.0000 0.0000 0.0000 0.0000 0.0000 0.0000
10% 0.0000 0.0000 0.0000 0.0000 0.0000 0.0000
15% 0,0000 0.0000 0.0000 0.0000 0.0000 0,0000
20% 0,0000 0.0000 0.0000 0.0000 0.0000 00000
25% 0.0000 0.0000 0.0000 1.0000 0.0000 1.0000
30% 0.0000 1,0000 0.0000 1.0000 0.0000 1,0000
35% 0,0000 1.0000 0.0000 1.0000 10000 1.0000
la0% 0,0000 1.0000 0.0000 1.0000 10000 1.0000
4% 1.0000 1.0000 1.0000 1.0000 1.0000 1.0000
0% 1,0000 10000 1.0000 1.0000 1.0000 1,0000
55% 1.0000 2,0000 1.0000 1.0000 10000 1.0000
0% 1.0000 20000 1.0000 2.0000 10000 20000
ss5% 3.0000 20000 1.0000 20000 20000 20000
0% 3,0000 2,0000 20000 20000 20000 20000
5% 3.0000 2.0000 2.0000 2.0000 20000 20000
0% 3.0000 3.0000 2.0000 2.0000 20000 20000
a5 3.0000 3.0000 3.0000 3.0000 30000 3.0000
o0 3,0000 3,0000 4.0000 3.0000 3.0000 3.0000
95% 3,0000 3,0000 5.0000 4.0000 40000 3,0000
I Information Criteria
Akaike (AIQ) 238629 19.6340 19,7898 261033 465133
Bayesian (B10) 170818 17,9101 18,0859 193222 213416
Av.LogL -1.3863 16301 1.6456 -1.6103 16513
=] Chi-Squared Test - [* Values unavailable without running a bootstrap]
Chi-sq Statistic 0.0000 0.0000 0.0000 0.0000 0,0000
Pvaluer A A WA WA N
Cr. Value @ 0.750° A NA A NA A
Cr. Value @ 0.500° NA NA A NA A
Cr. Value @ 0.250* NA NA HA A N
1. Value @ 01507 A A WA WA N
Cr. value @ 0.100° A NA A NA A
Cr. Value @ 0.050° NA NA A NA A
Cr. Value @ 0.025+ NA NA HA A [
Cr. Value @ 0.010* WA N A N N
Cr. Value @ 0.005* A A WA NA A
Cr. Value @ 0.001* A NA WA NA A
| Chi-5q Test (Binning Information)
Bin =1 Minimum 0.0000 0.0000 0.0000 0.0000 0,0000
Bin #1: Maximum 3.0000 “Infinity “Infinity ~Infinity 44,0000
Bin*1: Input 5.0000 5.0000 5.0000 5.0000 50000
Bin #1 Fit 5.0000 5.0000 5.0000 5.0000 50000




AusNet

Fitting probability distributions to Service Component data

1.2.2 Number of events > 0.30 system minutes (discrete)

The data does not lend itself easily to statistical analysis, as it is comprised of either zero or one
events. To retain consistency with the 0.05 minutes parameter and the Draft Decision, the
Poisson distribution has been adopted and is in accordance with AIC.

Figure 1-14: Number of events >0.30 system minutes — Poisson distribution

Fit Comparison for Events >0.3 mins
RiskPoisson(0.60000)
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Fitting probability distributions to Service Component data

Figure 1-15: Number of events >0.30 system minutes — AIC distribution

&
RankBy | AIC ~ Input| Poissan Geomet Binomial IntUnifarm Hypergeo
Fit Value|| |95% Lower Limit* WA
I Poisson 12.3383 | |95% Upper Limit* /A
[ Geomet 133183 | Conf. Interval Width* A
I sinomial 187301 | - pistribution Statistics
[ intuniform 165315 \tinimum 0.0000 0.0000 0.0000 0.0000 0.0000 0.0000
= Hy"s"’" 36T01 | imum 1.0000 ~Infinity ~Infinity 1.0000 1.0000 1.0000
Disesn 1 __xallfe 06000 0,600 0.6000 06000 05000 0,600
Wode 1.0000 0.0000 0.0000 1.0000 0.0000 1.0000
Median 1.0000 0.0000 0.0000 1.0000 0.0000 10000
Std, Deviation 05477 0.7746 0979% 0.4899 05000 04899
Skewness 06086 1.2910 22454 -0.4082 0.0000 -0.4082
Kurtosis 03333 4,667 10,0417 11667 1.0000 11687
=] percentiles
% 0.0000 0.0000 0.0000 0.0000 0.0000 0.0000
109 0.0000 0.0000 0.0000 0.0000 0.0000 0.0000
15% 0.0000 0.0000 0.0000 0.0000 0.0000 0.0000
20% 0.0000 0.0000 0.0000 0.0000 0.0000 0.0000
25% 0.0000 0.0000 0.0000 0.0000 0.0000 0.0000
30% 0.0000 0.0000 0.0000 0.0000 0.0000 0.0000
35% 0.0000 0.0000 0.0000 0.0000 0.0000 0.0000
0% 0.0000 0.0000 0.0000 0.0000 0.0000 0.0000
5% 1.0000 0.0000 0.0000 1.0000 0.0000 10000
0% 1.0000 0.0000 0.0000 1.0000 0.0000 10000
55% 1.0000 1.0000 0.0000 1.0000 1.0000 1.0000
60% 1.0000 1.0000 0.0000 1.0000 1.0000 1.0000
65% 1.0000 1.0000 1.0000 1.0000 1.0000 1.0000
705 1.0000 1.0000 1.0000 1.0000 1.0000 1.0000
75% 1.0000 1.0000 1.0000 1.0000 1.0000 1.0000
0% 1.0000 1.0000 1.0000 1.0000 1.0000 1.0000
Bs% 1.0000 1.0000 1.0000 1.0000 1.0000 1.0000
905 1.0000 2.0000 2.0000 1.0000 1.0000 1.0000
95% 1.0000 2.0000 3.0000 1.0000 1.0000 1.0000
= information Criteria
Akaike (AIC) 123983 139183 16,7301 169315 367301
Bayesian (BIC) 10,6744 121944 9.9490 101503 115584
Av. LogL -0.9065 -1.0585 06730 056931 06730
- Chi-Squared Test - [ Values unavailable without running a bootstrap]
Chi-Sq Statistic 0.0000 0.0000 0.0000 0.0000 0.0000
Pvalue WA na [ NA WA
Cr. Value @ 0.750* A NA A WA A
Cr. Value @ 0.500* A NA A WA A
Cr. Value @ 0.250* A NA A WA WA
Cr. Value @ 0.150° A A A WA WA
Cr. Value @ 0.100° A A A WA WA
Cr. Value @ 0.050° A A A WA WA
Cr. Value @ 0.025° WA A [ NA WA
Cr. value @ 0.010° WA A [ NA WA
Cr. Value @ 0.005* WA A WA NA WA
Cr. Value @ 0.001% A A WA NA A
- chi-Sq Test (Binning Information)
Bin =1 : Minimum 0.0000 0.0000 0.0000 0.0000 0.0000
Bin 1 : Maximum ~Infinity = Infinity 1.0000 1.0000 1.0000
Bin #1: Input 5.0000 5.0000 5.0000 5.0000 5.0000
Bin 1 Fit 5.0000 5.0000 5.0000 5.0000 5.0000

Figure 1-16: Number of events >0.30 system minutes — BIC distribution

il
RankBy  BIC - Input Binomial IntUniform Poisson Hypergeo Geomet|
Fit Value| |95% Lower Limit* WA
W Binomial 98490 | |95% Upper Limit* N/A
[ intuniform 10,1503 | | Conf, Interval Width* NA
I poisson 10,6744 [ - pistribution Statistics
I Hypergea 115584 ytinimum 0.0000 0.0000 0.0000 0.0000 0.0000 0.0000
DI Geomet 12194 1 asimum 1.0000 1.0000 1.0000 ~Infinity 1.0000 ~Infinity
~ Wean 0.6000 06000 055000 06000 0.6000 0.6000
Wode 1.0000 1.0000 0.0000 0.0000 1.0000 0.0000
Wedian 1.0000 1.0000 0.0000 0.0000 1.0000 0.0000
Std. Deviation 05477 0.4399 05000 0.7745 0.4399 0798
Skewness -0.6086 -0.4082 0.0000 12810 -0.4082 22454
Kurtosis 03333 11667 1.0000 46667 1.1667 100817
=l Percentiles
% 0.0000 0.0000 0.0000 0.0000 0.0000 0.0000
10 0.0000 0.0000 0.0000 0.0000 0.0000 0.0000
15% 0.0000 0.0000 0.0000 0.0000 0.0000 0.0000
2% 0.0000 0.0000 0.0000 0.0000 0.0000 0.0000
25% 0.0000 0.0000 0.0000 0.0000 0.0000 0.0000
30% 0.0000 0.0000 0.0000 0.0000 0.0000 0.0000
35% 0.0000 0.0000 0.0000 0.0000 0.0000 0.0000
0% 0.0000 0.0000 0.0000 0.0000 0.0000 0.0000
las%% 1.0000 1.0000 0.0000 0.0000 1.0000 0.0000
50% 1.0000 1.0000 0.0000 0.0000 1.0000 0.0000
55% 1.0000 1.0000 1.0000 1.0000 1.0000 0.0000
609 1.0000 1.0000 1.0000 1.0000 1.0000 0.0000
65% 1.0000 1.0000 1.0000 1.0000 1.0000 1.0000
700 1.0000 1.0000 1.0000 1.0000 1.0000 1.0000
75% 1.0000 1.0000 1.0000 1.0000 1.0000 1.0000
B0% 1.0000 1.0000 1.0000 1.0000 1.0000 1.0000
a5 1.0000 1.0000 1.0000 1.0000 1.0000 1.0000
905 1.0000 1.0000 1.0000 2.0000 1.0000 2.0000
95% 1.0000 1.0000 1.0000 2,0000 1.0000 3,0000
=l Information Criteria
‘Akaike (AIC) 16.7301 169315 123983 36,7301 139183
Bayesian (BIC) 9.9490 10.1503 10,6744 115584 121944
Av. LogL 056730 056931 -0.9065 056730 -1.0585
-l Chi-Squared Test - [* Values unavailable withaut running a boatstrap]
Chi-sq Statistic 0.0000 0.0000 0.0000 0.0000 0.0000
Pvalug® NA NA NA NA NA
Cr. value @ 0.750° NA NA NA A A
Cr. Value @ 0.500¢ WA WA WA NA NA
Cr. Value @ 0.250¢ WA WA WA NA NA
Cr. Value @ 0.150¢ WA WA WA NA NA
Cr. Value @ 0.100 WA WA WA WA WA
Cr. Value @ 0.050 WA WA WA N N
Cr. Value @ 0.025* WA WA WA N N
Cr. Value @ 0.010° WA WA WA N N
Cr. Value @ 0.005* WA WA WA N N
Cr. value @ 0,001 NA WA WA NA NA
~I Chi-Sq Test (Binning Information)
Bin #1: Minimum 0.0000 0.0000 0.0000 0.0000 0.0000
Bin #1: Maximum 1.0000 1.0000 +Infinity 1.0000 +Infinity
8in =1 Input 5.0000 5.0000 5.0000 5.0000 5.0000

Bin#1: Fit 5.0000 5.0000 5.0000 5.0000 5.0000
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Fitting probability distributions to Service Component data

1.3 Service parameter 3 —average outage duration

1.3.1 Average outage duration (continuous)

The @risk software found the Rayleigh distribution is the most appropriate fit.
Figure 1-17: Average outage duration — distribution fit using K-S

Fit Comparison for Average Outage Duration
RiskRayleigh(32.994)
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Figure 1-18: Average outage duration — statistics table using K-S
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Fitting probability distributions to Service Component data

14 Service parameter 4 —proper operation of equi

1.4.1 Failure of protection system (discrete)

Whilst @risk found that the IntUniform distribution is the best fit according to BIC, the Poisson
distribution has been adopted, consistent with distribution used for the other sub-parameters
with discrete distributions (loss of supply event frequency).

Figure 1-19: Failure of protection system — Poisson distribution

Fit Comparison for Failure of Protection System
RiskPoisson(30.600)
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Fitting probability distributions to Service Component data

Figure 1-20: Failure of protection system — AIC distribution

'Y
RankBy  AIC ~ Input, Poisson IntUniform NegBin Geomet| Hypergeo
Fit Value|| |95% Lower Limit A
¥ Poisson 407276 |95% Upper Limit N/A
[ intUniform 417805 | |Conf. Interval Width* hA
I NegBin 450301 | =l pistribution Statistics
I Geomet 477050 | Ininimum 23.0000 0.0000 23.0000 0.0000 0.0000 0.0000
[ Hypergen 78513y pavimum 46,0000 “Infinity 46,0000 ~Infinity ~Infinity 938.0000
L] amma & Mean 30.6000 30,6000 34,5000 30,6000 30,6000 30,5729
Mode 23,0000 30.0000 23,0000 29,0000 0.0000 30,0000
Median 28.0000 30.0000 34,0000 30,0000 21.0000 30.0000
Std. Deviation 95551 55317 65222 82495 31,0860 53599
Skewness 13233 0.1808 0.0000 0.4130 2.0003 0.1644
Kurtosis 24468 3.0327 17958 32547 3.0010 3.0233
~IPercentiles
% 23,0000 22,0000 24,0000 18,0000 1.0000 22,0000
0% 23,0000 24,0000 25,0000 20,0000 30000 24,0000
15% 23.0000 25.0000 26,0000 22,0000 5.0000 25.0000
200 23.0000 26,0000 27.0000 24,0000 6.0000 26,0000
25% 23.0000 27.0000 28,0000 25,0000 80000 27.0000
30% 23,0000 28,0000 30,0000 26,0000 11,0000 23,0000
35% 23,0000 28,0000 31,0000 27.0000 13,0000 23,0000
a0 23,0000 29.0000 32,0000 28,0000 15,0000 29,0000
5% 28,0000 30.0000 33,0000 29,0000 13,0000 30,0000
s0% 28,0000 30.0000 34,0000 30,0000 21,0000 30,0000
55% 28,0000 31.0000 36,0000 31,0000 24,0000 31,0000
60% 28,0000 32.0000 37.0000 32.0000 28,0000 32.0000
65% 33,0000 33.0000 38,0000 33,0000 32,0000 33,0000
0% 33.0000 33.0000 39,0000 34,0000 37,0000 33,0000
5% 33,0000 34,0000 400000 36,0000 43,0000 34,0000
Bo% 33.0000 35.0000 42,0000 37.0000 50,0000 35.0000
85% 46,0000 36.0000 43,0000 38,0000 58,0000 36,0000
90% 26,0000 38.0000 42,0000 41.0000 71.0000 33,0000
95% 26,0000 40,0000 45.0000 45.0000 93.0000 40,0000
=linformation Criteria
Akaike (AIC) 207276 41,7805 45,0301 47,7050 67.8519
Bayesian (BIC) 39.0057 34,9994 33.2490 45,9811 42,6802
Av.LogL 37394 31781 35030 44372 37852
=/ Chi-squared Test - [ Values unavailable without running a baatstrap]
Chi-5q Statistic 0.0000 0.0000 0.0000 0.0000 0.0000
P-Values n/A HA HiA N N
Cr. Value @ 0.750* A A A A A
Cr. Value @ 0.500* A A A A A
Cr. Value @ 0,250+ A A A A A
Cr. Value @ 0.150* n/A HiA HiA HA hA
Cr. Value ® 0.100* n/A HiA HiA HA hiA
Cr. Value ® 0.050* n/A HA HiA N N
Cr. Value @ 0.025* A A A A A
Cr. Value @ 0.010* A A A A A
Cr. Value @ 0.005* A A A A A
r. Value @ 0.001* A A A A [
=/ Chi-5q Test (Binning Informatien)
Bin #1: Minimum 0.0000 23,0000 0.0000 0.0000 0.0000
Bin #1: Maximum ~Infinity 46,0000 ~Infinity ~Infinity 936.0000
Bin#1: Input 5.0000 5.0000 5.0000 5.0000 5.0000
Bin#1: Fit 5.0000 5.0000 5.0000 5.0000 5.0000

Figure 1-21: Failure of protection system — BIC distribution

RankBy [BIC ~ Input| IntUniform NegBin Poisson Hypergeo Geomet
Fit Value|| |35% Lower Limit* A
' intuniform 34,9994 | [95% Upper Limit* A
™ hegin 38,2430 | |Cont. Interval Width* A
I Foisson 39,0037 | - Distribution Statistics
I Hypergeo 42,6802 | [\tinimum 23.0000 23.0000 0.0000 0.0000
I Geomet A5 aximum 46,0000 46,0000 938.0000 ~Infinity
Ll & Mean 30.6000 34.5000 30.6000 30.6000 305729 30.6000
Mode 23,0000 23,0000 29.0000 30.0000 30.0000 0.0000
Median 28,0000 34,0000 30.0000 30.0000 30.0000 21,0000
Std. Deviation 95551 65222 8.2495 55317 53599 31,0960
Skewness 13233 0.0000 0.4180 0.1808 0.1644 2.0003
Kurtasis 14468 17958 3.2547 3.0327 3.0233 9.0010
= Percentiles
E3 23,0000 24,0000 15.0000 22.0000 22.0000 1.0000
105 23.0000 25.0000 20.0000 24.0000 24.0000 3.0000
5% 23,0000 26,0000 22,0000 25,0000 25,0000 5.0000
20 23,0000 27,0000 24,0000 26,0000 26,0000 6.0000
25% 23,0000 25,0000 25.0000 27.0000 27.0000 80000
0% 23.0000 30.0000 26.0000 25.0000 25.0000 11.0000
35% 23,0000 31,0000 27.0000 28,0000 28,0000 13.0000
2056 23,0000 32,0000 28,0000 29,0000 29,0000 15,0000
ass 25,0000 33,0000 25.0000 30.0000 30.0000 18.0000
£V 28,0000 34.0000 30.0000 30.0000 30.0000 21.0000
s5% 23,0000 36,0000 31.0000 31.0000 31.0000 24,0000
0% 28,0000 37,0000 32,0000 32,0000 32,0000 28,0000
65% 33.0000 35,0000 33.0000 33.0000 33.0000 32,0000
7o 33.0000 39.0000 34.0000 33.0000 33.0000 57.0000
5% 33,0000 40,0000 36,0000 34,0000 34,0000 43,0000
0% 33,0000 42,0000 37,0000 35.0000 35.0000 50.0000
a5 46,0000 43.0000 39.0000 36.0000 36.0000 55,0000
0% 46,0000 44,0000 41.0000 35.0000 35.0000 71.0000
o5 46,0000 45,0000 5.0000 20,0000 20,0000 95,0000
=l Information Criteria
(Akalke (AIC) 417805 250301 207276 67.8519 477050
Bayesian (BIC) 34999 35.2490 39.0037 a2.6802 59811
lAv. LogL 3781 35030 37394 37852 44372
~| Chi-Squared Test - [* Values unavailable without running a bootstrap]
Chi-5q Statistic 0.0000 0.0000 0.0000 0.0000 0.0000
Pvalue® na HA HA HA na
Cr. Value @ 0.750* A A A A A
Cr. Value @ 0.500% N HA HA HA A
Cr. Value @ 0.250¢ [ HA HA HA HA
Cr. value @ 0.150° na na na na na
Cr. Value @ 0.100* A A A A A
Cr. Value @ 0.050* N HA HA HA A
Cr. Value @ 0.025¢ [ HA HA HA HA
Cr. value @ 0.010* na HA HA HA na
Cr. Value @ 0.005* A A A A A
Cr. Value @ 0.001* N HA HA HA A
~| chi-sq Test Binning Information)
Bin =1 : Minimum 23.0000 0.0000 0.0000 0.0000 0.0000
Ein =1 : Maximum 46,0000 = Infinity = Infinity 938.0000 = Infinity
Bin #1: Input 50000 5.0000 5.0000 5.0000 5.0000
Bin #1 : Fit 5.0000 5.0000 5.0000 5.0000 5.0000
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Fitting probability distributions to Service Component data

1.4.2 Material failure of SCADA system (discrete)

The @risk software found the Geometric distribution is the most appropriate fit.
Figure 1-22: Material failure of SCADA system — Geometric distribution

Fit Comparison for Material Failure of SCADA
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Fitting probability distributions to Service Component data

Figure 1-23: Material failure of SCADA system — AIC distribution

'y
RankBy | AIC v Input] Geomet, Poisson IntUniform NegBin Hypergeo
Fit Value|| |95% Lower Limit* |
¥ Geomet 156986 | (95% Upper Limit* /Al
T Paisson 158911 | |conf. Interval Width~ /Al
I intunitarm 20.8867 | - pistribution Statistics
I Negkin 22357 | Infinimum 0.0000 0.0000 0.0000 0.0000 0.0000 0.0000
I Hypergeo A25884 |y imum 2.0000 ~Infinity ~Infinity 2.0000 ~Infinity 25.0000|
|0 romat  wAl 0.8000 0.8000 0.8000 1.0000 0.3000 07835
Made 0.0000 0.0000 0.0000 0.0000 0.0000 0.0000
Median 02,0000 0.0000 1.0000 1.0000 0.0000 10000
Std, Deviation 10954 1.2000 0.8944 05165 1,083 03708
Skewness 06086 2.1667 11180 0.0000 17008 10747
Kurtosis 03333 96944 4.2500 15000 63929 40733
=l percentiles
% 0.0000 0.0000 0.0000 0.0000 0.0000 0.0000
0% 0.0000 0.0000 0.0000 0.0000 0.0000 0.0000
15% 0.0000 0.0000 0.0000 0.0000 0.0000 0.0000
20% 02,0000 0.0000 0.0000 0.0000 0.0000 0.0000
25% 0,000 0.0000 0.0000 0.0000 0.0000 0.0000
0% 0.0000 0.0000 0.0000 0.0000 0.0000 0.0000
35% 0.0000 0.0000 0.0000 1.0000 0.0000 0.0000
405 0.0000 0.0000 0.0000 1.0000 0.0000 0.0000
4% 0.0000 0.0000 1.0000 1.0000 0.0000 0.0000
50% 0.0000 0.0000 1.0000 1.0000 0.0000 10000
55% 0.0000 0.0000 1.0000 1.0000 1.0000 10000
0% 02,0000 1.0000 1.0000 1.0000 1.0000 10000
65% 20000 1.0000 1.0000 1.0000 1.0000 10000
0% 2.0000 1.0000 1.0000 2.0000 1.0000 1.0000
75% 2.0000 1.0000 1.0000 2.0000 1.0000 10000
B0% 2.0000 1.0000 1.0000 2.0000 1.0000 10000
B5% 2.0000 2.0000 2.0000 2.0000 2.0000 20000
90% 2.0000 2,0000 2.0000 2.0000 2.0000 20000
95% 2.0000 3.0000 2.0000 2.0000 3.0000 20000
=l Information Criteria
Akaike AIC) 15,6986 158911 209861 223571 42,5944,
Bayesian (BIC) 138747 14.1672 14.2050 15,5760 17.4227]
v, LogL 12385 12558 10986 -1.2357 12594
~| Chi-Squared Test - [* Values unavailable withoLit running a bootstrap]
(Chi-5q Statistic 0.0000 0.0000 0.0000 0.0000 0.0000
Pvalue* A A A NA |
Cr. Value @ 0,750 A A A NA |
Cr. Value @ 0,500 A /A HA NA [
Cr. Value @ 0,250 A A HA NA |
cr. value @ 0.150° wa na HA hA Nyl
Cr. Value @ 0,100 [ niA HA hA WA
Cr. Value @ 0.050 N N A N N
Cr. Value @ 0.025 N N A N N
Cr. Value @ 0.010% A A A NA |
1. Value @ 0,005 A A A NA |
Cr. Value @ 0,001 A /A HA NA [
~| Chi-5q Test (Binning Information)
Bin #1: Minimum 0.0000 0.0000 0.0000 0.0000 0.0000
Bin #1: Maximum ~Infinity ~Infinity 2.0000 ~Infinity 25.0000]
Bin#1: Input 5.0000 5.0000 5.0000 5.0000 5.0000
Bin#1: Fit 5.0000 5.0000 5.0000 5.0000 5.0000

Figure 1-24: Material failure of SCADA system — BIC distribution

i
RankBy  [BIC ~ Input Geomet Poisson IntUniform NegBin Hypergeo
Fit Value| |95% Lower Limit~ A
V' Geomet 13.9747 | (95% Upper Limit* N/A|
T Poissan 141672 | |Conf. Intenval Width* h7A|
I intUniform 142050 | | pistribution Statistics
I Hegein 1557601 Ininimum 0.0000 0.0000 0.0000 0.0000 0.0000 0.0000
[ Hpergeo 42Ty aimum 2,0000 “Infinity < Infinity 2.0000 <Infinity 25,0000
Dlomema WA, 0.8000 0.8000 0.8000 1.0000 0.8000 07835
Mode 0.0000 0.0000 0.0000 0.0000 0.0000 0.0000
Median 0.0000 0.0000 1.0000 1.0000 0.0000 1.0000
Std. Deviation 10854 1.2000 0.8044 0.5165 10583 0.5708
Skewness 0.6086 21667 11180 0.0000 17008 1.0747
Kurtosis 03333 9.6944 42500 15000 6.8929 40733
| Percentiles
5% 0.0000 0.0000 0.0000 0.0000 0.0000 0.0000
0% 0.0000 0.0000 0.0000 0.0000 0.0000 0.0000
15% 0.0000 0.0000 0.0000 0.0000 0.0000 0.0000
20% 0.0000 0.0000 0.0000 0.0000 0.0000 0.0000
25% 0.0000 0.0000 0.0000 0.0000 0.0000 0.0000
30% 0.0000 0.0000 0.0000 0.0000 0.0000 0.0000
35% 0.0000 0.0000 0.0000 1.0000 0.0000 0.0000
a0 0.0000 0.0000 0.0000 1.0000 0.0000 0.0000
asoe 0.0000 0.0000 1.0000 1.0000 0.0000 0.0000
s0% 0.0000 0.0000 1.0000 1.0000 0.0000 1.0000
55% 0.0000 0.0000 1.0000 1.0000 1.0000 1.0000
0% 0.0000 1.0000 1.0000 1.0000 1.0000 1.0000
65% 2,0000 1.0000 1.0000 1.0000 1.0000 1.0000
0% 2,0000 1.0000 1.0000 2.0000 1.0000 1.0000
5% 2,0000 1.0000 1.0000 2.0000 1.0000 1.0000
0% 2.0000 1.0000 1.0000 2.0000 1.0000 1.0000
5% 2,0000 2.0000 2.0000 2.0000 2.0000 2.0000
90% 2.0000 2.0000 2.0000 2.0000 2.0000 2.0000
95% 2.0000 3.0000 2.0000 2.0000 3.0000 2.0000
~lInfarmation Criteria
Akaike AIC) 15,6986 158911 20,9861 223571 42,5044
Bayesian BI0) 139747 14,1672 14.2050 155760 17.4227]
v, LogL -1.2365 12558 -1.0986 12357 -1.2584
= Chi-Squared Test - [* Values unavailable without running a baotstrap]
Chi-5q Statistic 0.0000 0.0000 0.0000 0.0000 0.0000
PValuer A N A NA A
Cr. Value @ 0,750 A A A A N
Cr. Value @ 0,500 A A A A Nl
Cr. Value @ 0,250 A A A A Nl
Cr. Value @ 0.150° A A A A hA|
Cr. Value @ 0.100° A A A A hA|
Cr. Value @ 0.050° A N A NA A
Cr. Value @ 0.025* NA A NA NA WA
Cr. Value @ 0.010° A A A A N
Cr. Value @ 0.005* A A A A Nl
Cr. Value @ 0,001 A A A A M|
= Chi-sq Test (Binning Infarmation)
Bin #1: Minimum 0.0000 0.0000 0.0000 0.0000 0.0000
Bin #1: Maximum ~Infinity ~Infinity 2.0000 ~Infinity 25,0000
Bin#1: Input 5.0000 5.0000 5.0000 5.0000 5.0000

Bin#1: Fit 50000 50000 50000 50000 5.0000]
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1.4.3 Incorrect operational isolation of primary or secondary equipment (discrete)

Whilst @risk found that the IntUniform distribution is the best fit according to BIC, the Poisson
distribution has been adopted, consistent with distribution used for the other sub-parameters
with discrete distributions (loss of supply event frequency).

Figure 1-25: Incorrect operational isolation of equipment — Poisson distribution

Fit Comparison for Incorrect Operational Isolation of Equipment
RiskPoisson(6.4000)
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Figure 1-26: Incorrect operational isolation of equipment — AIC distribution

RankBy  |AIC ~ Input! Poissan Geomet, IntUniform NegBin Hypergeo
Fit Value|| [95% Lower Limit* WA
' Poisson 31.8720 | |95% Upper Limit® A
I Geomet 326398 | (Conf. Interval Width* A
I mtunitorm 348491 | | Distribution Statistics
I egein 369382 | ginimum 1.0000 0.0000 0.0000 1.0000 0.0000 0.0000
r :‘y“'“" 567208 | ptimum 12,0000 «Infinity «Infinity 12,0000 ~Infinity 2020000
L 2 Mezn 64000 64000 64000 65000 64000 63881
Mode 60000 60000 0.0000 1.0000 5.0000 60000
Median 60000 60000 40000 6.0000 6.0000 6.0000
St, Deviation 39115 25298 68819 34521 38199 24791
Skewness 01270 03953 20053 0.0000 09319 03732
Kurtosis 47929 21583 90211 17832 2.2685 31278
~ Percentiles
5% 10000 3.0000 00000 1.0000 1.0000 3.0000
0% 1.0000 30000 00000 20000 20000 30000
15% 10000 40000 10000 20000 3.0000 40000
2% 10000 40000 1.0000 3.0000 3.0000 40000
2% 60000 5.0000 1.0000 30000 40000 50000
0% 60000 50000 20000 40000 40000 5.0000
355 60000 50000 20000 5.0000 4,000 5.0000
40% 60000 60000 30000 5.0000 5.0000 60000
45% 60000 60000 40000 6.0000 5.0000 6.0000
0% 60000 60000 40000 60000 60000 60000
55% 60000 7.0000 50000 7.0000 6.0000 7.0000
% 60000 7.0000 60000 8.0000 7.0000 7.0000
65% 7.0000 7.0000 7.0000 80000 7.0000 7.0000
% 7.0000 80000 80000 9.0000 8.0000 8.0000
5% 7.0000 80000 9.0000 9.0000 9.0000 8.0000
8% 7.0000 80000 11,0000 10,0000 9.0000 8.0000
B5% 120000 9.0000 13,0000 11.0000 10,0000 9.0000
ome 12,0000 10,0000 15,0000 11,0000 12,0000 10,0000
95% 12.0000 11.0000 200000 12.0000 14,0000 11.0000
=l Information Criteria
Akaike (A1C) 31.8720 326398 32,8491 36,9383 56,7208
Bayesian (BIC} 30,1481 309159 28,0679 301572 33,5491
v, Logl 28539 29306 24849 26938 28721
| Chi-Squared Test - [* Values unavailable without running a bootstrap]
Chi-sq Statistic 00000 00000 0.0000 0.0000 0.0000
Paluer WA WA N N N
Cr. Value @ 0.750¢ NA NA WA WA WA
cr. Value @ 0500 N WA WA WA WA
. Value @ 0250+ WA WA NA NA NA
Cr. Value @ 0150+ WA WA WA WA WA
Cr. Value @ 0100~ NA NA NA NA NA
. Value @ 0.050¢ NA NA WA WA WA
Cr. Value @ 0.025* WA WA WA WA WA
Cr. Value @ 0.010% WA WA N N N
. Value @ 0.005* NA NA WA WA WA
cr. Value @ 0001 N WA WA WA WA
| Chi-Sq Test (Binning Information)
Bin =1 Minimum 00000 00000 1.0000 0.0000 0.0000
8in #1: Maximum “Infinity “Infinity 12,0000 “Infinity 202.0000
Bin #1 Input 5.0000 5.0000 5.0000 5.0000 5.0000
Bin #1: Fit 50000 50000 5.0000 5.0000 5.0000

Figure 1-27: Incorrect operational isolation of equipment — BIC distribution

'y
Rank By |BIC ~ Input IntUniform Poisson, NegBin Geomet Hypergeo
Fit Value|| |95% Lower Limit A
W ntUniform 28.0679 | |95% Upper Limit* N/A
™ Poissen 30,1481 |Conf. Interval Widtn® [
" NegBin 30.1572 | - Distribution Statistics
[ Geomet 308158 | Iufinimum 1.0000 1.0000 0.0000 0.0000 0.0000 0.0000
[ Hypergeo 335991 || poimum 12.0000 12.0000 ~Infinity +Infinity “Infinity 202.0000
Ll oot 4 Mean 6.4000 65000 64000 6.4000 6.4000 63861
Mode 6.0000 1.0000 6.0000 5.0000 0.0000 6.0000
Median 6.0000 6.0000 6.0000 6.0000 4.0000 6.0000
std. Deviation 39115 34521 25298 38199 6.8819 24791
Skewness 01270 0.0000 03953 09312 2.0053 03732
Kurtosis 47929 17832 31563 42685 .0211 31278
= percentiles
E3 1.0000 1.0000 3.0000 1.0000 0.0000 3.0000
10% 1.0000 2.0000 3.0000 2,000 0.0000 3.0000
15% 1.0000 2.0000 4.0000 3.0000 1.0000 4.0000
20% 1.0000 3.0000 4.0000 3.0000 1.0000 4.0000
25% 6.0000 3.0000 5.0000 4.0000 1.0000 5.0000
30% 6.0000 4.0000 5.0000 4.0000 2.0000 5.0000
35% 6.0000 50000 5.0000 4.0000 2.0000 5.0000
0% 6.0000 50000 6.0000 5.0000 3.0000 6.0000
5% 6.0000 6.0000 6.0000 5.0000 2.0000 6.0000
£ 6.0000 6.0000 6.0000 6.0000 4.0000 6.0000
55% 60000 7.0000 7.0000 6.0000 5.0000 7.0000
60% 60000 5.0000 7.0000 7.0000 6.0000 7.0000
65% 7.0000 8.0000 7.0000 7.0000 7.0000 7.0000
0% 7.0000 9.0000 6.0000 8.0000 8.0000 8.0000
5% 7.0000 9.0000 6.0000 9.0000 9.0000 8.0000
B0% 7.0000 10.0000 6.0000 9.0000 11.0000 8.0000
85% 12,0000 11,0000 9.0000 10.0000 13.0000 9.0000
90% 12,0000 11,0000 10.0000 12,0000 15.0000 10.0000
95% 12,0000 12,0000 11,0000 14,0000 20,0000 11,0000
=/ infarmation Criteria
Akaike (AIC) 348491 31.8720 368383 326398 587208
Bayesian (BIC) 28,0679 30.1281 301572 309159 33,5491
Av.Logl 24849 28533 26938 -2.9306 28721
=/ Chi-squared Test - [* Values unavailable without running a bootstrap]
Chi-sq Statistic 0.0000 0.0000 0.0000 0.0000 0.0000
Povalue* A A N A A
Cr. Value @ 0.750% /A NA N A A
Cr. Value @ 0,500 A NA N A [
Cr. Value @ 0.250% i NA vy i NA
Cr. Value @ 0,150 niA W N n/A hA
Cr. Value @ 0.100% niA W N n/A hA
Cr. Value @ 0.050% N/ N N n/A N
Cr. Value @ 0.025% N/ N N n/A N
Cr. value @ 0.010% A A N A A
Cr. value @ 0,005 A A N A A
Cr. value @ 0,001 /A NA N A A
=/ Chi-sq Test (Binning Information)
Ein =1 : Minimum 1.0000 0.0000 0.0000 0.0000
Bin #1: Maximum 12,0000 ~Infinity ~Infinity 202.0000
Bin #1: Input 5.0000 5.0000 5.0000 5.0000
Bin #1: Fit 5.0000 5.0000 5.0000 5.0000




