ASD - Attachment 5 (Public)

AusNet’s Incident Management Governance

INTRODUCTION

Severe weather was forecast on 8 June and preparatory emergency management briefings were held in
anticipation of the expected sever weather. Consequently, as the severity of the storms unfolded
AusNet was able to quickly determine that it was dealing with a natural disaster with a Level 4
escalation (consistent with SPIRACS — Strategic Plan for Integrated Response and Contingency System).
This meant that an Emergency Management Team (EMT) & Crisis Management Team (CMT) were
established, as were several strike teams, including ones to set up relief hubs. Business as Usual (BAU)
was not announced until all the damage associated with the storms was addressed.

ECALATION APPROACH

Levels 1, 2 and 3 are defined as ‘Emergency’ levels, whilst levels 4 and 5 are defined as ‘Crisis’ levels.
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EMERGENCY MANAGEMENT TEAM (EMT)

The purpose of the EMT is to manage the overall incident primarily by supporting and assisting the Local
Strike Teams (LST). Their primary role is to provide direction to incident response operations, support
tactical responders, address tasks best handled at this level and interface with and provide information
to external parties. In a Level 3 incident, the EMT Leader will notify the most relevant Executive General
Manager who will decide if and when to mobilise a Crisis Management Team (CMT). Where a Level 4-5
emergency declaration has been made the CMT Leader will subsequently notify other parties as
deemed necessary.

The role of the EMT is:



Verifying the safety of responders;

Managing incident, minimising the impacts / consequences;

Supporting/Directing tactical response;

Briefing others on response activities;

e The real-time operational support to Local Strike Teams;

e Qverview of the operational response;

e Appropriate resources for the emergency response;

e Strategic management of resources across affected business units;

e |dentification of those issues that may have wider impact on the business, including but not
restricted to; Health and Safety, environmental or community impact, business reputation,
insurance, regulatory or information & communications technology issues;

e Regular reporting on the status of the emergency;

e Liaison with Emergency Services, Emergency Management Victoria & the State Control Centre;

e Initiation and management of Mutual Aid Plan(s);

e Media and Corporate communications; (Unless a Crisis Management Team is in operation);

e Governance and Regulatory requirements;

e Management of other implications to the business relating to this incident; and

e If required establish a claims unit to conduct the initial investigation of the incident, which

depends on the type of incident involved, for example, safety or environmental incident.

The EMT includes:
An Emergency Manager

The Emergency Manager is accountable for every aspect of the incident response (i.e. supervising EMT
activities, developing objectives, approving plans and ensuring that the response is carried out in a
safe and legally sound manner). They may delegate authority and responsibility to team members to
act on their behalf, but they retain all accountabilities for the efficiency and effectiveness of the
response.

An Incident Controller

The Incident Controller (IC) is responsible for supervising the activities of the team and assisting the
Emergency Manager. The IC interacts with all team members, monitors activities, ‘manages the room’,
and relieves the EM for short breaks as necessary.

An Operations Officer

The Operations Officer advises, monitors and validates response operations to protect people, the
environment and property. They oversee response plans, and account for all personnel at the
emergency scene. Operations Officer acts as interface between RIRT/Strike teams and EMT providing
operational advice.

CRISIS MANAGEMENT TEAM (CMT)

The CMT maintains an oversight of incident response efforts, provides advice and leadership as
required, and focuses on strategic issues relating to corporate reputation, including external
communications, potential legal issues and human resources. Once activated the CMT becomes
accountable for the overall response.



Specific responsibilities include:

e Focusing on the company and long-term effects (not tactical response activities);

o Identifying and pulling strategic levers when required;

e Briefing the board and others (after coordinating with EMT) on status of impact, and
consequences.

The CMT structure is composed of a Leader, a Crisis Coordinator, key functional advisors based on
the incident and the functions that the CMT has assumed from the EMT as well as any support staff
required. An Executive General Manager normally serves as the CMT leader. In instances where
specific corporate functions (such as Media/Communications, HR, Business Continuity, Legal or
Finance) are transferred to the CMT, the CMT assumes total accountability for their responsibilities
even though these functions may still have a contact person within the EMT. When the CMT
assumes accountability for various functions, this allows the EMT to focus exclusively on the
operational emergency response.

The CMT is responsible for strategic management of level 4 and 5 crises and includes:

e Confirming the severity of the incident/s;

e Supporting effected personnel, stakeholders and others as appropriate and applicable;
e Analysing the facts and identifying impact upon AusNet Services corporate objectives;
e Managing public perception and protecting company reputation;

e Communicating with stakeholders, media, regulators, government and board;

e Managing the financial, legal and insurance matters;

e Maintaining an oversight of any security matters;

e Managing the wider corporate implications i.e. regulatory issues;

e Liaising with up-line and down-line management;

e Providing strategic direction, assistance and resources as required;

e Managing a quick and efficient business recovery; and

e Qverseeing the Business Continuity Management System (if required).

The Crisis Management team for this incident was made up of our Executive Leadership Team. Roles
include:

Crisis Manager:

The Crisis Manager is responsible for developing objectives and plans for the CMT as well as
supervising the activities of the EMT and ensuring that the response is carried out in a safe and legally
sound manner (ensuring that people are always put first). The role interacts with key stakeholders —
such as appropriate government officials, the community, the Board and company management. They
can delegate authority to team members to act on their behalf but retain the final accountability and
responsibility for CMT response actions and decisions.

CMT Deputy:
The Deputy is responsible for supervising the activities of the team and assisting the lead. The

Deputy interacts with all team members, monitors activities, runs the room, and relieves the Leader
for short breaks when necessary.



Crisis co-ordinator:

The Crisis Coordinator monitors and validates response operations and acts as a mentor to support
and advise the operational activities of the EMT.

Spokesperson:

The Spokesperson is normally a senior manager of the company who participates in media
interviews and communicates as key spokesperson for the organisation during an incident impacting
AusNet Services. The role involves working closely with the Emergency/Crisis Manager,
Communications, Legal and others to develop and execute a communications strategy.

Level 4/5 Structure (fully expanded with HR/Legal/Media/Finance)
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