
  

 

  

 

Fiona Place 

Regulatory Assurance Manager 

Endeavour Energy 

Level 40–42, 8 Parramatta Square  

Parramatta NSW 2150 

 

29 April 2024 

 

Dear Fiona, 

Re: Compliance assessment of Endeavour Energy’s ring-fencing provision for CY2023 

I am pleased to provide our independent compliance assessment of Endeavour Energy’s ring-fencing 

provisions for the period 1 January 2023 to 31 December 2023. 

Requirement for an independent compliance assessment 

In accordance with clause 6.2.1 (c) of the Australian Energy Regulator’s (AERs) Ring-fencing 

Guideline1, Endeavour Energy must submit their annual compliance report with an assessment of 

compliance with each provision of the Guideline by a suitably qualified independent authority.  

CutlerMerz was engaged by Endeavour Energy to conduct the independent compliance assessment. 

The compliance assessment is intended to provide reasonable assurance that Endeavour Energy has 

complied with the AER’s Ring-fencing Guideline, in the course of providing distribution services over 

the period from the 1 January to 31 December 2023. 

Independence 

We have complied with the independence and other relevant ethical requirements relating to 

assurance engagements, which are founded on fundamental principles of integrity, objectivity, 

professional competence and due care, confidentiality and professional behaviour. 

Limitations of use 

This report has been prepared for Endeavour Energy to provide independent assurance of the 

breaches identified in Endeavour Energy’s annual ring-fencing compliance report and the broad 

compliance obligations of the AER’s Ring-fencing Guideline. This report is to be publicly released on 

the AER’s website.  

Inherent limitations 

Reasonable assurance requires the assessor to reduce engagement risk to an acceptably low level in 

the engagement circumstances as the basis for the assurance practitioner’s conclusion. The 

assurance practitioner’s conclusion is expressed in a form that conveys the assurance practitioner’s 

opinion on the outcome of the measurement or evaluation of the underlying subject matter against 

criteria. 

 
1 https://www.aer.gov.au/system/files/AER%20-%20Ring-fencing%20Guideline%20Version%203%20-

%20%28electricity%20distribution%29%20%20-%203%20November%202021.pdf 
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Executive Summary 

The Australian Energy Regulator requires reporting and compliance obligations as per its Ring-fencing 

Guideline, published in November 2021.  

The objective of the requirements listed in the AER's Ring-fencing Guideline is to: 

• Promote the National Electricity Objective by providing for the accounting and functional separation of the 

provision of direct control services by DNSPs from the provision of other services by them, or by their 

affiliated entities. 

• Promote competition in the provision of electricity services. 

In order to satisfy the requirements of the guideline, Endeavour Energy is required to meet the ring-fencing 

obligations which are intended to address: 

• Cross-subsidisation, with provisions that aim to prevent a DNSP from providing other services that could be 

cross-subsidised by its distribution services; and 

• Discrimination, with provisions that aim to: 

- Prevent a DNSP conferring a competitive advantage on its related electricity service providers that 

provide contestable electricity services; and 

- Ensure a DNSP handles ring-fenced information appropriately. 

CutlerMerz have undertaken a reasonable assurance audit of Endeavour Energy's compliance with its ring-

fencing obligations, in support of Endeavour Energy's annual ring-fencing compliance report. This report 

represents the findings and conclusions in relation to the ring-fencing audit, reflecting Endeavour Energy's 

obligations as the network operator of its distribution network.  

Summary of the actions taken by the licensee in response to the recommendations in 

the previous audit report 

The previous performance compliance assessment of Endeavour Energy’s ring-fencing compliance obligations 

for the period 1 January to 31 December 2022 resulted in the assessor making three observations for 

Endeavour Energy to improve its controls to ensure compliance with the AER’s ring-fencing obligations. 

Endeavour Energy has taken positive steps to address instances of non-compliances and improvements to 

existing controls. 

The observations to improve the management controls were as follows, including the observations from the 

CY2021 audit that were still “in progress” during the CY2022 audit:  

• 2022-1: Staff sharing: Engage with the AER to seek clarification on the definition of marketing and the 

application of that definition to this role (Complete) 

• 2022-2: Protection of ring-fenced information: Information systems: Further defining information systems 

(SAP) roles and network folders that contain electricity information and establish monitoring controls to 

review the access of those roles and at shared office locations on a regular basis (Complete)  

• 2022-3: Conduct of service providers: Information systems: GAM1100 and GRG013 were reviewed and 

updated during 2022. Additionally, GMM001, GMM003 and 14.1 were reviewed and updated to refer to the 

AER’s latest November 2021 Ring-fencing Guideline (Complete)  

• 2021-2: Cost allocation: Update the cost allocation methodology (CAM) to reflect latest information systems 

(In progress) 

• 2021-4: Physical separation / co-location: Endeavour Energy continued to monitor the Glendenning shared 

office arrangements for appropriateness (Complete). Endeavour Energy determined to maintain audits of 
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site layouts on an as-needs basis where changes are made to site layouts rather than implement an annual 

audit as recommended. We consider this appropriate (Complete). Endeavour Energy formally document 

the results of site inspections performed by the Regulatory Assurance team (Complete).  

 

More detail on the recommendations from the previous audit and Endeavour Energy’s response can be found 

under Recommendations from Previous Audits. 

Our opinion on Endeavour Energy’s control environment 

In assessing Endeavour Energy’s control environment, procedures and processes, and compliance attitude, we 

observed that Endeavour Energy has: 

• A strong compliance culture throughout the organisation, with staff employment contracts containing ring-

fencing compliance obligations and eagerness to demonstrate how compliance has been achieved. 

• A compliance system that captures key details of all ring-fencing obligations, including assigned obligation 

owners and contacts throughout the business. 

• Strong internal compliance monitoring and reporting processes that enable Endeavour Energy to 

proactively identify and self-report non-compliances in a timely manner. 

• Visible compliance support roles assigned to staff throughout the business, particularly to assist operational 

teams in monitoring and improving their compliance performance, with regular meetings to identify 

compliance issues. 

• Technological process enhancements to assist in improving compliance through use of automated systems 

that provide alerts for compliance requirements and validating information. 

A strong working relationship between Regulatory Assurance staff and other business units within the 

Endeavour Energy Group to identify risks and improvement opportunities through regular contact to identify 

current and emerging issues. 

Summary of findings, recommendations, and overall assessment of compliance with 
the AER Ring-fencing Guideline 

It is CutlerMerz' opinion that Endeavour Energy has complied with the AER’s ring-fencing compliance 

obligations over the assessment period apart from self-disclosed breaches relating to cross-promotions and 

requirements to protect ring-fenced information which are discussed below.  

Endeavour Energy has demonstrated a strong commitment to improving its controls to combat non-compliance, 

particularly concerning physically separating office locations from related entities. Endeavour Energy has also 

invested in IT access controls and compliance software which introduces more automation of tasks, improved 

monitoring of compliance performance, and an auditable trail to investigate any shortcomings of compliance 

processes. 

In 2023, Endeavour Energy recorded six breaches of the Ring-fencing Guideline; three beaches relating to the 

incorrect use of promotional materials for marketing and three breaches relating to the potential disclosure of 

ring-fenced information following a number of failings within IT processes. Endeavour Energy has taken action 

to uplift controls to address these breaches.   
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1 Introduction 

In accordance with clause 6.2.1 (c) of the Australian Energy Regulator’s (AERs) Ring-fencing Guideline2, 

Endeavour Energy must submit their annual compliance report with an assessment of compliance with each 

provision of the Guideline by a suitably qualified independent authority.  

CutlerMerz has been engaged by Endeavour Energy to conduct the independent compliance assessment. The 

compliance assessment is intended to provide reasonable assurance that Endeavour Energy has complied with 

the AER’s Ring-fencing Guideline, while providing distribution services over the period from the 1 January to 31 

December 2023. 

This report presents the findings and conclusions of the ring-fencing compliance assessment and will be 

provided to the AER by Endeavour Energy.  

1.1 Assurance engagement 

We have conducted this assessment in alignment with the Australian Standard on Assurance Engagements 

(ASAE 3100), which sets out the guidelines for conducting compliance assessments.  

We have applied a level of scrutiny that corresponds to a ‘reasonable assurance engagement’. A reasonable 

assurance engagement is:  

An assurance engagement in which the assurance practitioner reduces engagement risk to an acceptably 

low level in the circumstances of the engagement as the basis for the assurance practitioner’s conclusion. 

The assurance practitioner’s conclusion is expressed in a form that conveys the assurance practitioner’s 

opinion on the outcome of the measurement or evaluation of the underlying subject matter against criteria. 

1.2 Compliance assessment objective 

The objective of the compliance assessment is to provide an assessment of compliance with each provision of 

the Guideline (except clauses 6.2.2 and 6.3).  

This will involve an assessment of the effectiveness of the measures implemented by Endeavour Energy to 

meet the obligations specified in the AER’s Ring-fencing Guideline. This is achieved through a comprehensive 

evaluation and testing of key areas such as the control environment, information system, control procedures, 

compliance attitude, and outcome compliance. The audit identifies any areas of non-compliance and provides 

recommendations for improvement. 

 

 

 

 
2 https://www.aer.gov.au/system/files/AER%20-%20Ring-fencing%20Guideline%20Version%203%20-

%20%28electricity%20distribution%29%20%20-%203%20November%202021.pdf 
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2 Compliance assessment details 

2.1 Assessment period 

The period covered under this audit is from 1 January 2023 to 31 December 2023 (inclusive). 

2.2 Compliance assessment approach 

To achieve the assessment objective, evaluation and testing of the following key areas is required: 

i. Control Environment: 

- Evaluate Endeavour Energy's management philosophy and operating style. 

- Assess the organisational structure and the assignment of authority and responsibilities. 

- Review the utilisation of internal audit functions and their effectiveness. 

- Evaluate the use of information technology and its alignment with compliance requirements. 

- Assess the skills and experience of the relevant staff members responsible for compliance. 

ii. Information System: 

- Assess the suitability of Endeavour Energy’s information systems in recording the necessary 

information to ensure compliance with the ring-fencing guideline. 

- Evaluate the accuracy, reliability, and integrity of the data captured in these systems. 

- Assess the security measures in place to protect sensitive data. 

- Review the documentation that describes the information system to ensure its adequacy and 

comprehensiveness. 

iii. Control Procedures: 

- Evaluate the presence and effectiveness of systems and procedures designed to monitor 

compliance with the licenses. 

- Assess the ability of these control procedures to detect or prevent instances of non-

compliance or under-performance. 

- Review any corrective measures implemented by Endeavour Energy in response to previous 

audit recommendations. 

iv. Compliance Attitude: 

- Assess Endeavour Energy’s actions taken in response to previous audit recommendations. 

- Evaluate the organisation's overall attitude and commitment towards compliance with 

regulatory requirements including a review of any compliance-related training programs or 

initiatives. 

v. Outcome Compliance: 

- Evaluate Endeavour Energy’s actual performance against the standards prescribed in the 

ring-fencing guideline throughout the audit period. 

- Assess the extent to which the organisation has met compliance targets. 

- Identify any areas of non-compliance and analyse their causes. 
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• Ausconnex. 

These interviews provided valuable information regarding the implementation of compliance measures, the 

understanding of regulatory requirements, and the overall compliance culture within Endeavour Energy. 

In addition to interviews, the audit team examined various documentation during the audit process. A list of the 

documentation examined is provided in Appendix A. 










































































































