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Emphasis of Matter � Breaches of Ring-fencing guideline (continued)

Breach of Clause 4.3.1 of the Ring-fencing Guideline � Protection of ring-fenced 
information and Clause 4.3.2 Disclosure of information

Clause 4.3.1 (a) of the Ring-fencing Guideline requires a Distributed Network Service 
Provider (DNSP) to keep Ring-fencing information confidential and Clause 4.3.2 of the 
Ring-fencing Guideline requires a DNSP to not disclose ring-fenced information to any 
person. These clauses were breached by Power and Water when residential customers� 
email addresses were mistakenly sent without consent to other residential customers. 

Breach of Clause 4.3.2 of the Ring-fencing Guideline � Disclosure of information

Clause 4.3.2 of the Ring-fencing Guideline requires a DNSP to not disclose ring-fenced 
information to any person, including a related electricity service provider, unless it is in 
accordance with Clauses 4.3.2 (a) � 4.3.2 (h). A market participant�s employee was 
granted access to ring-fenced information for a period of 170 days which is in breach 
of Clause 4.3.2. The breach was identified and rectified on 18 May 2022.  

Breach of Clause 4.3.4(b) of the Ring-fencing Guideline � Information register

The Ring-fencing Guideline requires that Power and Water maintain and publish an 
information register as required by Clause 4.3.4(b). The information requests made by 
Power and Water internal related electricity service providers (RESPs) and part RESPs 
has not been maintained and published on Power and Water�s information register. 
This breach remains ongoing at reporting date.

Breach of Clause 6.1 of the Ring-fencing Guideline � Maintaining compliance

Clause 6.1 of the Ring-fencing Guideline requires a DNSP establish and maintain 
appropriate internal procedures to ensure it complies with its obligations under this 
Guideline. 

By virtue of the breaches above Power and Water has not maintained appropriate
internal procedures to comply with the Guideline.  

Breach of Clause 6.2.3 of the Ring-fencing Guideline � Regulated stand-alone power
system reporting 

The Ring-fencing Guideline requires Power and Water maintain and publish a register 
for stand-alone power systems. Power and Water has neither maintained nor 
published such a register. Power and Water has consulted with the AER and the AER 
has responded that no action will be taken at this time while AER�s position may alter 
in the future.
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Emphasis of Matter � Breaches of Ring-fencing guideline (continued)

Information subject to Assurance

The information subject to assurance is Power and Water's Statement of Compliance 
for the regulatory period 3 February 2022 to 31 December 2022, as set out in section 
3.1 of Power and Water�s Annual Compliance Report prepared in accordance with
version three of the Ring-fencing Guideline published by the AER on 3 November 2021, 
under the NT NER as at 22 December 2021, clause 6.17.1 and derogations under clause 
6.17.1B (Statement of Compliance).

Scope

The scope of our reasonable assurance engagement is whether Power and Water�s 
Statement of Compliance that the entity has, with the exception of breaches identified 
and reported to the AER, complied with the Ring-fencing Guideline published by the 
Australian Energy Regulator on 17 October 2017 under the NT NER as at 22 December 
2021, clause 6.17.1 and derogations under 6.17.1B is, in all material respects, fairly 
presented for the regulatory period 3 February 2022 to 31 December 2022. 

This Statement of Compliance accompanies our report, for the purpose of reporting to 
the Directors of Power and Water and the AER.

Basis for Our Conclusion

We conducted our engagement in accordance with Australian Standard on Assurance 
Engagements ASAE 3100 Compliance Engagements (ASAE 3100). We believe that the 
assurance evidence we have obtained is sufficient and appropriate to provide a basis 
for our conclusion.

In accordance with ASAE 3100 we have:

used our professional judgement to plan our procedures and assess the risk of
material misstatement in Power and Water�s Statement of Compliance that the
entity has, with the exception of the breaches identified and reported to the AER,
complied with the Ring-fencing Guideline;

considered internal controls implemented to meet the compliance requirements of
the Ring- fencing Guideline; however, we do not express a conclusion on their
effectiveness; and

ensured that the engagement team possesses the appropriate knowledge, skills
and professional competencies.

Summary of Procedures performed, findings and observations

In Appendix A, we provide an overview of the key procedures, observations and 
findings in relation to each of the Ring-fencing Guideline requirements. This overview 
is provided at the request of the AER to provide greater transparency over the work we 
performed. Our conclusion is not modified in this respect.

In Appendix B, we have summarised performance improvement observations. Our 
conclusion is not modified in respect of these observations.
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How we define reasonable assurance and material misstatement

Reasonable assurance is a high level of assurance but is not a guarantee that it
will always detect a material misstatement in Power and Water�s Statement of
Compliance when it exists.

Instances of misstatement in Power and Water�s Statement of Compliance are
considered material if, individually or in the aggregate, they could reasonably be
expected to influence relevant decisions of the intended users taken on the basis
of Power and Water�s compliance with the requirements of the Ring-fencing
Guideline.

Inherent limitations

Because of the inherent limitations of an assurance engagement, together with
the internal control structure, it is possible that fraud, error, or material
misstatement in Power and Water�s Statement of Compliance may occur and
not be detected.

A reasonable assurance engagement for the regulatory period 3 February 2022 to
31 December 2022 does not provide assurance on whether compliance with the
requirements of the Ring-fencing Guideline will continue in the future.

Use of this assurance report and matters relating to electronic publication

This report has been prepared for the Directors of Power and Water and the AER for 
the purpose of compliance with the Ring-fencing Guideline and may not be suitable for 
another purpose.

We understand that the AER intends to publicly release our assurance report via its 
website. The AER is responsible for the integrity of AER�s website where our report is 
presented alongside the Annual Compliance Report. We have not been engaged to 
report on the integrity of the AER�s website. This report refers only to the Statement 
of Compliance and does not provide an opinion on any other information which may 
have been hyperlinked to/ from the Annual Compliance Report. 

If users of the Annual Compliance Report are concerned with the inherent risks arising 
from publication on a website, they are advised to refer to the hard copy of the Annual 
Compliance Report to confirm the information contained in this website version of the 
Annual Compliance Report.

We disclaim any assumption of responsibility for any reliance on this report, or the 
Annual Compliance Report to which it relates to any person other than the Directors� 
of Power and Water and the AER, or for any purpose other than for which it was 
prepared.
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Management�s Responsibility

Management is responsible for:

the compliance activities including
identifying, designing and
implementing controls to meet the
requirements of the Ring-fencing
Guideline;

identification of risks that threaten
the compliance with the Ring-
fencing Guideline from being met;

monitoring ongoing compliance; and

preparing an Annual Compliance
Report and providing a Statement of
Compliance with respect to the
outcome of the evaluation of the
compliance activity against the Ring-
fencing Guideline, which
accompanies this Independent
Assurance Report.

Our Responsibility

Our responsibility is to perform a 
reasonable assurance engagement in 
relation to Power and Water�s 
Statement of Compliance with the 
Ring-fencing Guideline, for the period 
3 February 2022 to 31 December
2022 and to issue an assurance report 
that includes our conclusion.

Our Independence and Quality 
Control
We have complied with our 
independence and other relevant 
ethical requirements of the Code of 
Ethics for Professional Accountants 
(including Independence Standards)
issued by the Australian Professional 
and Ethical Standards Board and 
complied with the applicable 
requirements of Australian Standard 
on Quality Control 1 to maintain a 
comprehensive system of quality 
control.

KPMG
Darwin 
28 April 2023
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