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high criticality under the AESCSF, which recommends a maturity 
target of SP-3 for high criticality market participants. 
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3. CONTEXT 
3.1. Background  
This document outlines the case for an investment to achieve the highest maturity in cyber 
security (SP-3) under the AESCSF, including maintaining it as the framework evolves. NPV 
analysis demonstrates that the public benefits of this level of cyber maturity are highest for 
Ausgrid  
We are risk averse in the way that we aim to achieve best industry practice to prevent 
unauthorised access to our critical network control systems, critical infrastructure sites (such 
as the control rooms) and our critical applications (such as Metering) that could result in 
unauthorised control of the network or prolonged outages of critical applications so far as is 
reasonably practical. 

3.2. Problem/opportunity 
Electricity is an integral part of all modern economies, supporting a range of critical services 
including health care, the internet and transportation. The secure supply of electricity is thus 
of paramount importance. Digitisation is rapidly transforming the energy system, bringing 
many benefits for businesses and consumers. At the same time, increased connectivity and 
automation raises the risk of a cyber-attack. A successful attack could trigger the loss of 
control over devices and processes in the electricity systems, in turn causing physical damage 
and widespread service disruption.  Figure 1 – shows the potential attack pathways that could 
result in a successful attack. 

 

Figure 1 Potential attack pathways an attacker could compromise energy systems. 

Cyber-attacks and espionage (illegally gaining access to confidential information) are 
significant threats to critical infrastructure in Australia due to the country’s geopolitical and 
economic position. Throughout 2022, cyber-attacks and espionage activity have been directed 
at the Australian Government, critical infrastructure, and financial services institutions alike. 
The Australian Cyber Security Centre (ACSC) states that approximately one quarter of 
reported cyber security incidents affected entities associated with Australia’s critical 
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infrastructure in 2021.3 Cyber-attacks are increasing in frequency, with a 13% increase in 
cyber-attacks reported by Australian entities to the ACSC in 2020-21.4 
In March 2022, the ACSC notified Ausgrid that Australian organisations should adopt an 
enhanced cyber security posture and improve their resilience given the heightened threat 
environment. It noted that the attack on Ukraine has led to “a heightened cyber threat 
environment globally, and the risk of cyber-attacks on Australian networks, either directly or 
inadvertently, has increased”.5 
Our business strategy to transform into a Distribution System Operator (DSO) will result in 
emerging challenges posed by connected devices, smart grids and Consumer Energy 
Resources (CER). Adopting innovative and secure technologies will be essential to realise the 
customer benefits presented by this opportunity. 
Key drivers shaping cyber security planning in the energy sector include: 
1. Increasing digitisation and automation of critical energy systems, increasing the risk of 

disruption through cyber-attacks; 
2. International incidents related to critical infrastructure in the energy sector that have been 

attributed to cyber threat actors; 
3. Increasing level of participation and intervention from Australian Government agencies in 

relation to cyber threats; 
4. Increased usage of CER within the distribution network, introducing new methods of 

gaining unauthorised access to the electrical network; 
5. Increasing ransomware attacks targeted to cause maximum harm to customers and 

communities; 
6. Theft of sensitive data, as the volume of data collected and stored by organisations has 

increased significantly; 
7. Developments in, and increasing adoption of emerging technologies such as robotics, 

artificial intelligence (AI), quantum computing and predictive intelligence; and 
8. Increasing challenges in cyber-attack response planning due to the complexity, 

interconnectedness and interdependence of systems and cloud environments, and third-
party hosts and support partners. 

There are significant implications of a cyber-attack on Ausgrid and our customers. Our network 
is critical to the national economy as it services the Sydney CBD and other critical 
infrastructure businesses which account for 30% of Australia’s gross domestic product 
(GDP).6 
Figure 2 – Our distribution area and community demonstrates the geography serviced by 
Ausgrid and indicates the number of consumers, businesses and organisations potentially 
impacted by a cyber-attack on our distribution network. 

 
3 ACSC, ACSC Annual Cyber Threat Report 2021, 15 September 2021 
4 ACSC, ACSC Annual Cyber Threat Report 2021, 15 September 2021 
5 ACSC, Australian organisations should urgently adopt an enhanced cybersecurity posture, 28 March 2022. 
6 NSW Government, Sydney Facts, https://invest.nsw.gov.au/why-nsw/sydney-facts, Accessed: 25 February 2022. 
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3.4. Risk appetite 
We are risk averse in the way that we aim to achieve best industry practice to prevent a 
significant protective security incident so far as is reasonably practical. Refer to Figure 5 – 
Ausgrid Risk statement, Risk Appetite and Risk Matrix below and Appendices, which 
presents the risk assessment per option.  

 

 

 

 

 

 

 

 

 

Figure 5 Ausgrid Risk statement, Risk Appetite and Risk Matrix 

The proposed cyber security investment program reduces the risk profile of our key cyber risks 
so that the likelihood and consequence of each of those risks falls within our risk appetite. 
Appendix 3 Risk assessment – Option 3 (SP-3) summarises how achieving the highest level 
of cyber security maturity under the AESCSF (SP-3) will impact Ausgrid’s cyber risk profile. 
Ausgrid assessed the current and predicted Cyber risk position across seven key risks and 
measured against three levels of control maturity (Security Profile 1 (SP-1) to SP-3)) to 
demonstrate the reduced likelihood and/or impact from proposed investment. Reducing the 
likelihood and/or impact of Cyber risk is directly proportionate to the three levels of control 
maturity (SP-1 to SP-3).  

Maintaining a SP-1 control maturity was ruled out as a prudent approach to keep Cyber risk 
within appetite by 2029. Ausgrid’s chosen option to achieve SP-3 provides to most prudent 
and effective risk buy-down value for customers when compared against the base case of 
SP-2 by 2029.  
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Implementing SP-3 enables Ausgrid to achieve a Medium (Possible x Moderate) target risk 
rating for four of seven key risks as opposed to SP-2 that achieves a target risk rating of 
High (Likely x Major) by 2029 for all key risks. 

The value proposition for customers with SP-3 control maturity by 2029 is four key risks 
reducing likelihood and impact and three key risks reducing likelihood, enables critical 
services to remain protected so far as is reasonably practicable as opposed to achieving SP-
2 where a higher likelihood or impact from a Cyber incident is predicted. Unpatched 
vulnerabilities for critical services causing outages and data loss events impact customers 
the most. With SP-3 control maturity implemented, this means Ausgrid can implement the 
most effective controls available to minimise the likelihood and impact of these events 
occurring and if it does occur, impact from the event is limited. 

On the contrary, SP-2 control maturity by 2029 offers customers a lower resilience to Cyber 
risks and all key risks are predicted to have a higher probability of occurring and increased 
consequence if the risks materialise due to a lower control effectiveness at managing Cyber 
risk as opposed to SP-3 control maturity. Key risks that may directly affect customers such 
as outages from unpatched vulnerabilities for critical services and data loss events are more 
likely to occur and Ausgrid’s ability to effectively manage these risks is weaker in comparison 
to the effectiveness of SP-3 controls by 2029. 

While a ‘Possible x Major’ Cyber risk position is ‘Within Appetite’ for Ausgrid in 2022, the 
residual risk of Ausgrid not achieving SP-3 by 2029 is not tolerable to the business if a Cyber 
incident occurs and SP-2 does not meet the Board endorsed risk averse risk appetite.  

3.5. Cyber Security Strategy 
The Ausgrid Cyber Security Strategy 2022-25 sets out the vision and objectives for our cyber 
security function to support the delivery of the Ausgrid Corporate Strategy 2022-35, to meet 
our statutory and regulatory obligations and to remain within risk appetite for the risk of a 
significant protective security incident.  
The Ausgrid Cyber Security Strategy 2022-25 is aligned to the Ausgrid Technology Strategy 
2022-29 which aims to “improve the delivery of the strategic responses through a flexible and 
secure technology portfolio, with cost effective and best fit solutions, automated to improve 
efficiency and with quality data to make better decisions”. 

We initially developed a cyber strategy in 2017 in response to changing ministerially imposed 
DNSP licence conditions that required minimum cyber security standards to be in place and 
the introduction of the SOCI Act in 2018. We supported this strategy with a dedicated three-
year program to uplift our foundational cyber security services and technology.  
The cyber strategy was further revised in 2022, driven by our need to continually enhance our 
cyber security defensive capability as well as in response to the increased obligations from 
the Australian Government as a result of SOCI legislation.  
The Ausgrid Cyber Security Strategy 2022-25 aligns to the AESCSF10. The AESCSF 
prescribes the target maturity level for practices through the definition of three security profiles: 
SP-1, SP-2, and SP-3. These security profiles defined by the Australian Cyber Security Centre 
(ACSC) are a measure of the target state cyber security maturity which industry participants 

 
10 The AESCSF is based on the NIST CSF, with additional elements relevant to the Australian energy sector. The AESCSF lists 
282 cyber security practices under 11 functional domains. The extent of achievement of these practices determines a company’s 
security profile level under the framework. There are 88 practices relating to SP1, a further 112 practices relating to SP2 and a 
further 82 practices relating to SP3, for a total of 282 practices. 
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should aim to achieve and maintain. DNSP’s such as Ausgrid are identified as “High” criticality 
service providers within the AESCSF. Refer to Figure 6 – AEMO Electricity Critically 
Assessment Tool (E-CAT) criteria below with updated practices for Version 2.  

  
Figure 6 Ausgrid’s interpretation of AEMO Electricity Critically Assessment criteria (practice numbers updated for 

AESCF version 2 underneath the original practice totals)11 

The E-CAT measures service providers based upon the following attributes:  

• Number of Customers (Network Meter Identifiers) Ausgrid supplies electricity to; 

• Number of Gigawatt Hours (GWh) of electricity transported; 

• Number of Critical and Commercial Customers served by Ausgrid; and 

• Regions where the provider provides these services. 
Based on this, Ausgrid’s criticality is rated as “High”. This rating has been re-affirmed 
independently. 
The Ausgrid Cyber Security Strategy 2022-25 recognises that our cyber capabilities need to 
be supported by a range of key enablers to meet the requirements of the AESCSF. These 
enablers are: 

• Strategic organisational engagement; 

• Portfolio, strategy, and architecture; 

• Skilled cyber security workforce; 

• Strategic vendor / supplier partnerships; and 

• Cyber security governance risk and compliance. 
The Ausgrid Cyber Security Strategy 2022-25 delivers a set of key outcomes that 
incrementally increase our cyber security posture and builds capability towards the future state 
cyber security environment. The initiatives over FY22 to FY24 focus on uplift and 
enhancements to our cyber security people, processes and technology that will establish and 
embed baseline capabilities, setting the foundation for achieving SP3 over the 2024-29 
regulatory control period. 

3.5.1. Inclusion of Version 2 of AESCSF – Revised Proposal 
Version 2 of the AESCSF was released by the AER in October 2023. Security Profile 1 
increased the volume of practices by 15% with a total practice change of 53%. In addition, SP-
2 increased practice numbers by 15% with a total practice change of 58%. Ausgrid has been 

 
11 AEMO, AESCSF Electricity Criticality Assessment Tool (E-CAT), 2022 refresh. 
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Similarly, additional benefits that have not been quantified include: 

• Theft of sensitive information about the distribution network; 

• Employee or public safety being compromised;  

• Flow on benefits to broader economy of avoided outages; and 

• Avoided negative reputational impacts on Ausgrid resulting from customer personal 
information breaches and mandatory breach notifications. 

We have not quantified the flow on benefits to the broader economy of avoided outages. 
However, as noted previously, our distribution area accounts for more than 30% of Australia’s 
GDP. This equates to around $120 million per hour and $2.9 billion per day (noting that not all 
of this would be at risk). 

4.5. Costing 
The costs of each option have been estimated based on a cost build up for each individual 
project, based on typical delivery team resource requirements, delivery partner costs and 
licences.  
A final business case development process will be used to refine scope, costs, and impacts 
for the proposed investment. A competitive procurement activity will also be undertaken to 
inform costs and solution options and ensure activities undertaken represent value of money. 
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R3 – Data Loss 
Data exfiltration from 
organisation caused by data 
security control failure or 
limited control effectiveness 
to protect data that may 
result in potential revocation 
of network license and 
substantial fines and delays 
to the safe supply and 
restoration of energy. 

Maintaining current SP-1 
control effectiveness will not 
keep pace with Ausgrid’s 
threat profile and SP-1 
controls will not detect, 
prevent the sophistication of 
Cyber threat actors by 2029. 
 
 

Extreme Almost Certain 
x Significant 

R4 – Insider attack – 
intentional and 
unintentional 
Compromise of critical ICT / 
OT services caused by an 
insider attack may result in 
leakage/theft/manipulation of 
Personally Identifiable 
Information, Australian 
Electricity Market Data 
and/or Metering data, 
unplanned outages and 
delays to the safe supply 
and restoration of energy. 

Maintaining current SP-1 
control effectiveness will not 
keep pace with Ausgrid’s 
threat profile and SP-1 
controls will not detect, 
prevent the sophistication of 
Cyber threat actors by 2029. 

Extreme Almost Certain 
x Significant 

R5 – External attack on 
Ausgrid assets/network 
Compromise of critical ICT / 
OT services caused by an 
external attack may result in 
leakage/theft/manipulation of 
Personally Identifiable 
Information, Australian 
Electricity Market Data 
and/or Metering data, 
unplanned outages and 
delays to the safe supply 
and restoration of energy. 

Maintaining current SP-1 
control effectiveness will not 
keep pace with Ausgrid’s 
threat profile and SP-1 
controls will not detect, 
prevent the sophistication of 
Cyber threat actors by 2029. 

Extreme Almost Certain 
x Significant 

R6 – Supply chain/ vendor 
compromise 
Compromise of critical ICT / 
OT services caused by a 
supply chain attack may 
result in 
leakage/theft/manipulation of 
Personally Identifiable 
Information, Australian 
Electricity Market Data 

Maintaining current SP-1 
control effectiveness will not 
keep pace with Ausgrid’s 
threat profile and SP-1 
controls will not detect, 
prevent the sophistication of 
Cyber threat actors by 2029. 

Extreme Almost Certain 
x Significant 
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and/or Metering data, 
unplanned outages and 
delays to the safe supply 
and restoration of energy. 

R7 – Non-compliance to 
regulatory requirements 
Non-compliance to 
regulatory requirements and 
other legal obligations 
caused by a cyber incident 
resulting in potential 
revocation of network 
license, unplanned outages, 
substantial fines and delays 
to the safe supply and 
restoration of energy. 

Maintaining current SP-1 
control effectiveness will not 
keep pace with Ausgrid’s 
threat profile and SP-1 
controls will not detect, 
prevent the sophistication of 
Cyber threat actors by 2029. 

Extreme Almost Certain 
x Significant 

Table 20 Option 1 (SP1) – Key risks and residual position by 2029 
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Figure 9 Change in risk position with Option 1 – (SP1) by 2029 
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of network license and 
substantial fines and delays 
to the safe supply and 
restoration of energy. 

 
 

R4 – Insider attack – 
intentional and 
unintentional 
Compromise of critical ICT / 
OT services caused by an 
insider attack may result in 
leakage/theft/manipulation of 
Personally Identifiable 
Information, Australian 
Electricity Market Data 
and/or Metering data, 
unplanned outages and 
delays to the safe supply 
and restoration of energy. 

Maintaining current SP-1 
control effectiveness will not 
keep pace with Ausgrid’s 
threat profile and SP-1 
controls will not detect, 
prevent the sophistication of 
Cyber threat actors by 2029. 

High Likely x Major 

R5 – External attack on 
Ausgrid assets/network 
Compromise of critical ICT / 
OT services caused by an 
external attack may result in 
leakage/theft/manipulation of 
Personally Identifiable 
Information, Australian 
Electricity Market Data 
and/or Metering data, 
unplanned outages and 
delays to the safe supply 
and restoration of energy. 

Maintaining current SP-1 
control effectiveness will not 
keep pace with Ausgrid’s 
threat profile and SP-1 
controls will not detect, 
prevent the sophistication of 
Cyber threat actors by 2029. 

High Likely x Major 

R6 – Supply chain/ vendor 
compromise 
Compromise of critical ICT / 
OT services caused by a 
supply chain attack may 
result in 
leakage/theft/manipulation of 
Personally Identifiable 
Information, Australian 
Electricity Market Data 
and/or Metering data, 
unplanned outages and 
delays to the safe supply 
and restoration of energy. 

Maintaining current SP-1 
control effectiveness will not 
keep pace with Ausgrid’s 
threat profile and SP-1 
controls will not detect, 
prevent the sophistication of 
Cyber threat actors by 2029. 

High Likely x Major 

R7 – Non-compliance to 
regulatory requirements 

Maintaining current SP-1 
control effectiveness will not 
keep pace with Ausgrid’s 

High Likely x Major 
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Non-compliance to 
regulatory requirements and 
other legal obligations 
caused by a cyber incident 
resulting in potential 
revocation of network 
license, unplanned outages, 
substantial fines and delays 
to the safe supply and 
restoration of energy. 

threat profile and SP-1 
controls will not detect, 
prevent the sophistication of 
Cyber threat actors by 2029. 

Table 21 Option 2 (SP2) – Key risks and residual position by 2029 

 

Figure 10 Change in risk position with Option 2 – (SP2 to SP3) by 2029 
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Figure 11 Change in risk position with Option 3 – (SP2 to SP3) by 2029 
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(VCR) for Ausgrid’s distribution 
area 

­ Rectification costs, which are 
measured using an estimate of 
the resource effort required (e.g., 
hours times $/hour for ICT 
resources). 

Table 23 Approach to quantification of project benefits 
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